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‘-’;‘NOn—Access Scan Messages

File View Options Help
Message

@ Message :

Date and Time :

VirusScan Alert!

3/24/2011 1:27:51 PM

Name : C:\Documents and Settings\Administrator\Desktopprinter.exe
Detected As: BackDoor-DSS.gen.a
State : Deleted
Name In Folder Source Detected As
R printer.exe C:\Documents and Settings\Administrator\Desktop BackDoor-DSS.gen.a
<
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Close Window

Detection Type | Status Date and Time | Application

Deleted 3/24/2011 1:...  CAWINDO.
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@ McAfee Network Threat Response

Analyze | | | | |
© SUMMARY Download Binary.)
Name Size Type Time
bc4ab2a9391edc5f6ce0b2b57acad0c4 8K Push 2011-03-24 16:33:58

© AV DETECTION

BackDoor-DSS.gen.a trojan Mcafee 2011-03-24 16:41:42

UNKNOWN
EXE.FILE.B.IDENT

© MOST FREQUENT 5 SOURCES

© MOST RECENT 5 SESSIONS

Destination Location DPort | Time

1064 2011-03-24 16:33:00
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Ses}ion Detail
© SuUMMARY L ->..D Bin
Protocol Source Source Location Destination Destination Location Size Time
TCP & 64.157.165.214:80  N/A United States 2] 24.153.164.133:1467 Texas United States 143k 2010-07-04
Behavior
MSDos.Content-Type . HTTP.Download
Host URL Category URL Rating
download.gainpublishing.com A yicaere Suspicious

URL

/websecurealert/WebSecureAlertSetup.exe

€ Mixed Hex ¢ Hex Dump

Creation Time

2010-07-04 20:46:58.0

ascit © URI Format © Analysis

==

HTTP/1.1 200 OK

21:50:41 GMT

Date: Mon, 11 Apr 2005

|»

Server: Apache
Last-Modified: Thu, 10 Mar 200S 02:27:06 GMT

Accept-Ranges:
Content-Length:

ETag: "£2530-422fb07a"

bytes
992560

Keep-Alive:
Connection:

timeout=600,
Keep-Alive

nmax=9967

Content-Type: application/x-msdos-prograum

This program cannot be run in DOS mode.
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Create a Responder™ Project

Select the project type you would like to create:
@ Physical Memory Snapshot  An image of physical memory

©) Remote Memory Snapshot  Capture memory over the network.
© Live REcon session Record malware behavior
©) Static Binary Found binary files or executables

© Forensic Binary Joumal Import a REcon fbj without physical memory

Give your project a home:
Name: Poisonivy]
Location:  C:\Users\wil\Documents\Responder\Projects

A subdirectory will be created for the project.
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~{) All Open Registry Keys

-1i) Documents and Messages

@-@ Drivers

1) Internet History

U Keys and Passwords

& ({2 Processes

&) System Service Descriptor Tables
1) Pattern Matches

0) ;

| Object A |ProcessD | || | source
-8 poison >| i0.0.0.0:1066

I &4 Physical Memory Snapshot s

L] (] Clone of XP wSP3.vmem 0.0.0.0:0

| @ Hardware 0.0.0.0:500 0.0.0.0:0

| - Operating System 127.0.0.1:1028 0.0.0.0:0

L -« AllModules 127.0.0.1:1900 0.0.0.0:0
- All Open Files i 192.168.10.138:1900  0.0.0.0:0

B -4 All Open Network Sockets I

iexplore.exe (3776)
svchost.exe (968)
Isass.exe (712)
Isass.exe (712)
alg.exe (1160)
svchost.exe (1280)
svchost.exe (1280)
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Digital DNA Sequence Name Process Name
> r E] 04D3 C500 B4 EE OF 20 2200 66 09... [u=ilaa el Bt ERO I F RN R ES (1) iexplore.exe
J 04 D3 C50F 20 22 00 66 09 00 89 22... memorymod-code-0x04430000-0x04431000 explorer.exe
J OF 16 3004 2D 97 0%3 F70F 53A6 memorymod-code-0x04370000-0x04371000 explorer.exe
Q OF 16 3004 2D 970F C3F70F 53 A6  memorymod-code-0x00140000-0x00141000 iexplore.exe
J 005D 090168 5A0385AD 01 1E 7... ieframe.dll VMwareUser.exe
Q 00 5A 6A 00 67 6C OF 20 2200 66 0... shstat.exe shstat.exe
J 005D 090168 SA0385AD00660... ieframe.dl explorer.exe
-{") 02008102 3C 0205 26 280193 75... mfeavfk.sys System
-1 N2NNR1INSNN 32N1Q276N4A4 31 mfetdik cue Quetem
0) 2
<) < % ) ) %
) C( ) & %
* Trait: 2022
1 Description: The program appears to inject code into another process. Thisis very
common to malware and highly suspicious.
* Trait: 66 09
Description: This module opens an existing local process object.
& Trait: 8922
Description: The program is manipulating the filetime of a file on the system.
ﬁ Trait: 7E 1E
Description: Program appears to communicate over the network using TCP/IP.
% Trait: B8 98
Description: Program appears to communicate over the network using TCP/IP.
E’ h Trait: 2D CC
i Description: Program appears to query the list of running processes using the
toolhelp API, which is common when hunting down a process to infect
from malware.
& Trait: A9 D5
I Description: Programinstalls hooks into the windows messaging chain. Thisis very
common with keyloggers, but can be used for any windows message
type.
;‘ t Trait: A401
1 Description: Queries the path of, or alters the path of, the default web browser
used to launch HTTP links.
* Trait: F6 E3
Description: Process may inject or write data into other processes.
; h Trait: 39DE
Description: This module may download files from the network.
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Severity

v | Weight

47.5
44.7
4.7
41.1
40.1
393
254
22.0
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